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SMBs in the US

breached
in the past 12
months

2016 State of SMB Cybersecurity Report
(Ponemon Institute)
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Businesses with
less than 1K
employees that
were attacked this
vear had to cease
operations
immediately

Second Annual State of Ransomware Report
(Osterman Research alongside Malwarebytes)
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SMBs that go out
of business after
falling victim to a
successful cyber
attack

2017 SMB Insights Report
(The Business Journals, a division of ACB)J)
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Key Components for
Strong Security Posture



Key Components for Strong Security Posture

Educate And Empower
Your Team
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True Stories of Connecticut SMBs
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Social Engineering
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From:

To:
Cc
_Sgbj«t Suspension

amazZzoncoimr
S —— )

p— Generic non-personalized greeting

We have sentyou this e-mall, because we have strong reason 1o belive, your account has been used by someone

else In order to prevent any fraudulent activity from occurmng we are required 1o open an investigation into this matter
Weve locked your Amazon account, and you have 36 hours 1o verity i1, or we have the right 10 terminate it

Hovering over thelink.reveals, it.points.to. a.non:Amazaon
site. - "hitp /lredirect keresked) cam”

The Amazon Associates Team

Sincearely,

@ 1996-2013, Amazon.com, Inc. or its aMliates

| 4
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NETELIX

Your Account Has Been Suspended
Dear Netflix,

We are sending this email to let you know that your credit card has been

expired. To update your account information, please visit Your Account.

-Your friends at Netflix
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From: YourCEO@yourorganizaticn.com

P To: Yougyourorganization.com
Date: Monday December 12, 2016 3:00 pm 4

Subject: My money got stolen 4

Hi, I'm on vacatien in London and my money and passport were
stolen cut of my bag. Could you wire me S300 via Bank of America?

They gave me a spacial link so his goes nght into my account and
| can buy a lickatl home:

hitlp: www bankolarmenga . com

Thanks so much jThis reglly helps me out!

Your CEO
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Key Components for Strong Security Posture

Make A Plan
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Where to start?:

B Conduct a comprehensive inventory

B Understand Your Cyber Policy
B Know Your Vendor Contracts

- WISP (Written Information Security Plan)
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Key Components for Strong Security Posture

Protection & Prevention

CONFIDENTIAL | ©2017 Cooperative Systems



Multi-Layered Security

Anti-X Platforms

Encryption
Mobile Device Management
DNS Filtering B Security Monitoring

Access Controls Il Data Loss Prevention
Gateway Protection Il Vulnerability Testing

Patching Policies & Platforms
Multi-Factor Authentication
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Key Components for Strong Security Posture

Backup &

Business Continuity
Planning
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Key Components for Strong Security Posture

4 Backup & Disaster Recovery

3 Have A Plan
2 Protection & Prevention

| Educate And Empower Your Team
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