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Cybersecurity Stats

» A campaign of only 10 phishing emails yields a 90% chance
that at least one person clicks a malicious link

» 80% of board members say that cybersecurity is discussed at
board meetings

» Over 1.5M pieces of malware (computer viruses or malicious
software) are released every day

» On average, a hacker spends nearly 150 days inside a network
before discovery

» (1% of organizations are unprepared for cybersecurity
Incidents (Global Threat Intelligence Report)
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Current Cybersecurity Trend

» Cyber crime and terrorism have escalated during recent years

» Itis well organized R - - M- A

» It is advanced technically

» Itis well financed - (]

» |t has adopted a new view
» The old view: quick entry and exit
» The new view: hidden long-term presence
» The best attack is undetected, and undetectable

» Stealthy, long-term access
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Current Events - Equifax

» One of the three major credit reporting agencies

» 143M Americans had sensitive data exposed
» Names, SSNs, DOB, Address, Driver’s License #
» Credit card #s for approx. 209K ppl.

» Breach lasted from mid-May through July
(discovered July 29)

» Breach was due to a vulnerability in software
used to create web applications
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Key Risk - Employees

Employees

Employees = Shortest Path to a Compromise in Security
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How Employees Fit In?

 When uninformed, can be "« When educated and aware,
a liability a tremendous asset!

a) Clicking on bad emails a) First line of defense

b) Sending sensitive data in b) Can escalate incidents
email quickly

¢) Connecting infected c) Influence co-workers by
personal devices word of mouth
Connecting a "free’ d) Exercise security-

thumb.drlve : conscious behavior at
Browsing suspect sites, home. too

personal email, cloud
storage
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Employee Statistics

1/3 of attacks are attributed to “inadvertent actors”

* Well-meaning employees who either mistakenly allow an attacker to
access your data, or fail to pay attention to your cybersecurity policies,
or both

» Social Engineering is still a huge threat! (Watch out for Facebook links,
online surveys)

Employees Open Malicious Emails...Quickly!

» 30% of targets open phishing emails

» 1 minute, 40 seconds = median time to open ‘_J_(\I\RU /"._.I
+ 12% proceed to click on malicious attachments | e
» 3 minutes, 45 seconds = median time to click =

90% of phishing attacks target credentials
63% of breaches involve weak/default passwords!
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Trending Attacks
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Phishing

« Nearly 70% of all cyber attacks

» Fraudulent email sent to fool user into disclosing passwords or other private
information, providing unauthorized access to a network or unleashing malware

« 30% of phishing emails are opened; 12% of those targeted
click on the infecting link or attachment

* “If you can train your students, teachers, and administrators
what to look for in a phishing attack, you’re going to solve a lot
of cybersecurity issues” - John Wood, CEO of Telos
Corporation (cybersecurity company) N
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Common Signs of Phishing

Anatomy of a Phishing Email

Contains links or attachments

Poor grammar and spelling

Requests personal or sensitive information
High sense of urgency and/or privacy
Discusses confidential subjects like salaries

Incentivizes through threat or reward
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From: on behalf of M%Amazon ema”ia"dd fi'e‘§§5/01/2014 7:55 PM
e (noteithe;missingiAliniAmazon))
Cc
Subject: Suspension
Gl
amazoncom ‘
_7 o
Dear Client, | <l GeNEriC NON:personalized,greeting
O ——

We have sentyou this e-mail, hecause we have strong reason to belive, your account has been used hy someone
else.In order to prevent any fraudulent activity from occurring we are required to open an investiaation into this matter.
We've locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

To confirm your identity with us click the link hellow:

hitps:fhwww. amazon.comiexec/obidosisign-in.html

' Ho,v.enimg over the link reveals it points:to.a.non-Amazon
RingeIah; site,- "http:/iredirect-kereskedj.com”

The Amazon Associates Team

©1996-2013, Amazon.com, Inc. or its affiliates

.t




PayPal

Tue 29/12/2015 17:11
PayPal <confirmagain@ppservice.com>

Your PayPal account has been limited

' PayPal

1 Imagine
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Update Required!!

Recently, there's been activity in your PayPal account that seems unusual
compared to your normal account activities. Please log in to PayPal to confirm
your identity

This is part of our security process and helps ensure that PayPal continue to be
safer way to buy online. Often all we need is a bit more information. While your
account is limited, some options in your account won't be available.

How to remove my limitation?

You can resolve your limitation by following these simple steps:

Not PayPal

— PayPal won't

* Login here ¢

e Provide the information needed. The sooner your provide the information
we need, the sooner we can resolve the situation

"If this message sent as Junk or Spam, its
please click at Not Junk or Not Spam"

error by our new system,

Sincerely,

PayPal

email login links

Spelling error



Check the Web Links

Suspicious email? Hover, don’t click links

hitps:/Avww my%@mﬂggi_nssgpy user2 jsp

hitp://192.169.244 207 /index.htm

» When clicking a link, always check the URL you are clicking on —
hover first!

» Check the URL in the address bar to make sure it is
Citibank.com and not Citibanking.com

» Type in URLs and save them as favorites
» Look for the secure lock symbol and https://
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Attachments

» What you should do: E @
» Do Not click — THINK FIRST
» (Could this be fraudulent?)
» Do Not open attachments from unverified senders

» Many have attacks embedded within

» Red flags

» Now seeing .HTML attachments that spoof bank login
pages

» If you believe an emaill is fraudulent — Delete it
» If you are unsure, ask IT
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Employee Training Program

Core Objectives

« Develop and demonstrate foundational-level knowledge
of cybersecurity

« Confirm policies and procedures
« Employ best practices to protect privacy and data
« Recognize cyber threats to information systems

« Identify and report potential cybersecurity and privacy
incidents promptly
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Key Risk — External/Internal Security Program

Infrastructure
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How Are Some Cyber Attacks Happening?

» Lack of updating (patching) software and O/S
» Firewalls, Servers & PCs
» Lack of password rotation or complexity

» Missing anti-virus/spyware updates or software not working

Importance Of Software
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Passwords to Avoid
25 Most Common Passwords 2016 | |

1.123456 14. 666666

2. 123456789 15. 18atcskd2w
3. gwerty 16.7777777
4.12345678 17. 1g2w3edr
5.111111 18. 654321

6. 1234567890 19. 555555

7. 1234567 20. 3rjslla7qe
8. Password 21. google
9.123123 22. 1g2w3e4r5t
10. 987654321 23.123qwe

11. gwertyuiop 24. zxcvbnm

12. mynoob 25. 1g2w3e

13. 123321 *according to KeeperSecurity
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https://lhowsecureismypassword.net/

HOW SECURE IS MY PASSWORD?

It would take a computer about

2 MINUTES

to crack your password

Why not try Dashlane te create and stronger p 2 It's free!

Tweet Your Result

TIP: USE A PASSWORD MANAGER TO SECURE AND EASILY REMEMBER PASSWORDS

“Dashlane is life changingly great. Get it.” - David Pogue (The New York Times)
Get Dashlane - It's Free!

Your password looks like it could be a dictionary word or a name. If it's a name with personal significance it might be easy to guess. Ifit's
a dictionary word it could be cracked very quickly.
Unique, randomized passwords will keep your accounts more secure

Your password is quite short. The longer a password is the more secure it will be
Create longer, unique passwords that you'll never forget

Your password only contains letters. Adding numbers and symbels can make your password more secure.
Use complex passwords to keep all of your online accounts secure
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Passwords Tips

 Try creating a complex password
using a memorable phrase

- 1 love watching the New England Patriots on $unday!

« = [IWwtNEPo0$!

« Consider using the same response to security questions
* Q: What is your pet’s name?
* Q: Where did you go to high school?
* Q: What is your favorite movie?

* A: blue jumping jacks
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Password Cracking...Go for Length

Password cracking by security experts:

Six characters: 12 seconds
Seven characters: 5 minutes
Eight characters: 4 hours
Twelve characters: 7,545,667 years
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Cloud Considerations

- Reliability
1ale ider:

. Performance Things to consider

. Security » What data goes in the Cloud?

* Where is the data once it is
- Compliance there?

* How do | confirm if my
- Vendor Management company’s data is secure?

. Legal * Does vendor have
SOC-1 or SOC-2?
- Reputational  What if the provider fails?

- Data Management

Blums|
et ALk R sk B B




Cloud Considerations

What security protocols does the vendor practice?

Who owns the information/data?

Do they have cybersecurity insurance?

Who is ultimately responsible for reporting an
Incident?
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Key Risk — Data Protection & Security

Personal Data

Payroll Data
« W-2 « Employee data
- W-4 « Social security numbers

* |nsurance information

Financial Data Credentials Login o
» Banking information * UserIDs [ —
- ACH « Passwords —
« Wire —
P;fffm"ffigz?‘g}”i“"’P Intellectual Property
wﬁ V\Wf@” « Schematic diagrams

« Confidential formulas information
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Confirm What Data Needs to Be Protected

- Conduct an data inventory assessment

- What kind of personal, confidential and/or restricted data does your
business have?

How is that data handled and protected?
- Who has access to that data?
- Is the data encrypted in transit and at rest?

- Confirm documented policies and procedures
- Do employees recognize importance of data security protocols?
- Control (and monitor) employee access to sensitive data
- Keep to a “least privilege” necessary method %

=2

- Evaluate your vendor contracts

- Validate their commitments to protecting your data
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Key Risk — Policies & Procedures

- Confirm documented policies & procedures
« Written Information Security Program (WISP)

Documents policies & procedures for securing and protecting the network
 Patching policy
» Password policy

Provides policies for accessing, collecting, storing, using, transmitting and
protecting personal information

New hire process/program (network/data access)
Termination process/program (removal from network/software applications)

- Disaster Recovery/Business Continuity
« Bring Your Own Device (BYOD)
- Credit card policies and procedures
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Key Risk — Incident Response

E Identification
E Containment
: Eradication

Recovery
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Incident Response Preparation

- Document security policy & incident handling procedures
- Build a team
- Confirm contact information & security channels
- Who needs to be contacted (Attorney, AG office)
- Incident prevention
- Perform risk assessment

- Patch management
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Cybersecurity Best Practices

Top Ten List
> Recognize that cybersecurity is not just an IT issue

> Directors and Board Members should understand and approach cybersecurity as an enterprise-
wide risk management issue

> Cybersecurity initiatives may need more visibility and action from the top
> Consider performing an external Cybersecurity Risk Assessment
> Utilize the NIST standard (risk management framework)
> What protected information do you store?
> Enforce regular password changes (every 60 to 90 days)
> Lock out users after three unsuccessful attempts
> Implement two-factor authentication (2FA) capabilities
> Review network and application permissions
> Evaluate segregation of duties/responsibilities
> Ensure backup/recover processes are in place and work effectively

BlumSha 1o r‘m‘nw,q‘%&h
( un\trl) tng . 2 -




Cybersecurity Best Practices

Top Ten List
> Maintain/confirm anti-virus and spyware software is constantly
working and updated
> Secure your wireless network
> Change standard defaults
> Use WPA2 wireless protocol (make sure it is not WEP)
> Adopt security policies, procedures and protocols

> Make sure to include a BYOD policy

> Ensure vendors with network access sign a network security & privacy
agreement

> Document a Cybersecurity Incident Management program
> Encrypt all laptops and removable drives
> Provide cybersecurity training to employees

» When in doubt, delete email; Don’t click that button
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Questions

Jeffrey Ziplow — MBA, CISA, CGEIT
Partner

BlumShapiro
860.561.6815
j1ziplow@blumshapiro.com
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